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CAI TIEN BAN PO TO CHUC TY DONG
(SOM) CHO HE THONG PHAT HIEN XAM
NHAP

Tém tdt: Ngay nay, cac cudc tin cong rht da dang, cac
doanh nghiép thudng st dung hé thong phét hién xam
nhip (IDS) dé phat hién cac cudc tdn cong. C6 hai cich
txép can dé thyc hién IDS: mét cach phat hién céc cudc
thn cong dya trén chit ky va mot cach dua trén hanh vi.
Bai viét nay theo céch tiép can thir hai dya trén hanh vi.
Trong giai doan dao tao, duge xt 1y bdi ing dung SOM
(Self-organizing map) (Bén db ty td chirc), hé thong tao ra
mdt s6 vecto xac dinh trang thdi binh thudng cia hé
théng. Cum céc vecto nay s& duogc dic trung boi mét
noron (131 lugng tir) v6i ban kinh r (r: ban kinh lugng ti).
Mot hinh hoc ctia no ron (c6 béan kinh r) dugc coi 1a mot
hinh ciu c6 ban kinh r. Dya trén viéc xay dung cac vecto
mo ta trang thai cua hé théng trong thoi gian thyc, chung
ta c6 thé phat hién mot hoat dong bit thudng méi bang
céach so sanh giita khoang cach d (tir cac vecto trén véi tht
cd cac no-ron) va ngudng r (ban kinh lugng ti). Néu
khoang céch nho hon ngudng, hé théng IDS s& coi hoat
dong mdi ndy 1a trang thai binh thudng va khong dua ra
bét ky canh bao nao. Néu khoang cach 1én hon ngudng r,
hé théng IDS s& coi hoat dong méi nay 1a trang thai bat
thudng va tao canh béo. Van d€ cua bai bdo xdy ra khi hai
hodc nhidu hon ban kinh hinh cau chdng 1én nhau. Van dé
ndy lam cho hé théng IDS kho xac dinh. Muc tiéu nghién
clru cua bai bao 1a phat trién mot thuét todn md hinh héa
1am cho tAt ca'cac ban kinh hinh cAu khéng bi chdng chéo
14n nhau. Tir d6, hé théng phat hién xam nhap dugc xac
dinh va tang dd chinh xé4c cho hé théng.

Tir khéa: HE théng phat hién xam nhép IDS, bén dd
tu td chirc SOM

l. GIOI THIEU

Hé théng phat hién x4m nhdp (IDS) 1a mét thiét bi
hodc mg dung ph?m mém giam sat cic hoat dong cia
mang hodc hé théng d8i v6i céc hoat dong gay hai hodc vi
pham chinh sich va dua ra bdo cdo cho cac tram quan ly.
Hai cach tiép cén chinh caa IDS la: I) IDS dua trén déu
hiéu vi pham: phét hién céc cudc tAn cong thong qua cic
dic diém déu hiéu vi pham c6 sin. Nhimg dic diém nay
dugc luu trit trong tip co s& dit liéu cua IDS. IT) IDS dua
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trén hanh vi: phat hién théng qua céc hanh vi bat thuong.
IDS phat hién mét hanh vi 13 bt thudng bdi vi di duoc
hoc trong céc dit liéu miu truéc 6. Nhimg hanh vi binh
thuong ndy dugec mo td théng qua hai vecto: Activity
vector: md ta hoat dong cua mot ludng trong thi gian
thyc. Status vector: mé ta trang thai cia hé thong.

Béan db tw t8 chic (SOM) 1a mot loai mang noron
nhén tao (artificial neural network - ANN) duoc tao ra
bing cach st dung hoc khong gidm st (unsupervised
learning) d& tao ra mot ban dd hai chiu ciia khong gian
dAu vao cua cac miu dao tao. SOM khic véi cic mang
noron nhén tao khic nghia 13 dugc st dung ham lan can
d8 bao toan cac thudc tinh ban diu ciia khéng gian diu
vao. Giéng nhu hiu hét cac mang noron khac, SOM hoat
d6ng theo hai ché d6: I) Pao tao: xay dung ban 6 bang
céc dit lidu déu vao (mét qué trinh canh tranh, con goi 1a
lugng tr hoa vecto), II) Anh xa: ty ddng phan loai mot
vecto d4u vao méi. Muc tiéu ciia viéc hoc trong SOM 1a
1am cho c4c phén khac nhau ctia mang phén tng twong tw
v6i cac mAu dAu vao nhét dinh.

Trong bai bao nay, ching t6i cb ging giai quyét mot
hai vén d&: thir nhit 13 1am cho tmg dung SOM mang tinh
chinh xic cao hon (c4c no-ron khong chdng chéo lan
nhau), thr hai 13 cai thién phat hién cac cudc thn cong
bing cach giam Sai am (False Negative) va Sai duong
(False Positive) & dam bao sy cin bing giita cic no-ron.
Trong bai bdo ndy, phin 1 gidi thidu cic kién thirc cin
ban vé& IDS va tmg dung SOM, phin 2 gi6i thiéu vé céc
thuat toan phan cum va cac d& xut vé IDS hoat dong v6i
ban dd SOM, phin 3, 4 bai bo néi vé phuong phép thuc
hién va trinh by cac két qua md phéng va phin 5 Két
luén.

Il. DE XUAT VE IDS
Khi phat trién IDS dua trén hanh vi, ching ta phai déi
mit v6i mot sb kho khan sai 4m va sai duong. Trong hé
théng mady tinh, Sai duong: bdo dong khi khéng c6 cudc
tin cong. Véin d& nay khong nghiém trong, nhung hé
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théng IDS khéng nén dua ra bio dong trong khi khong c6
cudc tAn cong nao. IDS dua trén hanh vi hoan toan khong
thé tranh dwoc vAn dé nay. Nhung c6 thé hoc hoi thém
kién thirc d& loai bo din sai dwong gid. Am tinh gia:
khong c6 bdo dong khi bi tAn cong. Vin @& nay rét
_ nghiém trong va nguy hiém. IDS tré nén vo dung khi né
khong dua ra bét ky bdo dong nao khi bi thn cong. Nhitng
151 ndy c6 lién quan dén viéc c6 qué nhiéu kién thirc vé su
~ hiéu biét ma IDS duoc hoc trong qué trinh van hanh binh
 thudmg ctia hé théng va mirc do 16n hay nho dé xem xét
hai trang thai van hanh 1a giéng nhau hodc khac nhau.

O ngoai doi, khi mot dira tré nhin vao mét ngudi la ma
né da thay trude do. Pia tré co thé c6 mot trong hai hanh
~ vinhu sau:

...... % By
! Vector host 6éng !

oy s ¥
:Vectc-r trang thai :
[

Hinh 1: Phén (g ciia tré em trong thyc té
Trwomg hop 1: Néu ngudi la 13 ngudi tbt, dira tré nghi
 ring ngudi la khong phai 13 dbi trong nguy hiém.

e Néu ngudi nay tbt: khong c6 vén dé gi. Pugc goi

1a ding (True negative)

e N&u nguodi ndy xdu: c6 mot vin d& 16, dia tré
d3 nhén ra sai. Va diu nay c6 thé din dén ton
hai cho dta tré. Puoc goi 14 Sai &m (False
negative)

Tté em mim curdi Khi khong bi tdn cang Teé em mim cwoi ki bi thn cong

> Vén @ sai 4m khién tré khéng phan tmg khi bi
tAn cong

»  Sai duong thyc sy khong c6 tac dong gi dén dira
tré

Trudmg hep 2: Coi ngudi la 1a nguoi xAu, tré s& khoc dé
béo cho bb me.

e Ngudinay la tbt: bdo dong nay la vo ich. Nhung,
sau d6, tré nhén ra riing minh d3 sai, va tré s& coi
hoat dong cia nguoi la ndy 14 hoat dong binh
thuong. Sau d6, néu dura tré gip lai nhing hoat
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dong binh thuong nay, né s& khéng bao cho bd
me. (Sai duong (False Positive) + Hoc méi binh
thudng -> Tiéu cyc thyce sy (True negative))

o Néu ngudi nay xAu: tré khoc 1a cin thiét dé cha
me chi ¥ &én mbi nguy hiém méi tir ngudi la
(Pung tich cuc (True positive))

Tré emkhoc khi khing i thn cdng Te em khoe kb bj tn cdng

Saukhiém ta, & § Saukhi kidmra, irang ihdi 1 thing hidn i rém em
ang i g théng . G0ng mwwr-gm

» True positive Su tich cuc thyc sy 1a mét trang
théi tt khi tré phét hién ra cudc tin cong né tré
tim c4ch tr 4n nguoi la truée.

» True Negative Tiéu cuc thuc sy la mot trang
thai binh thudng hoc dugc ma vo hai véi tré.

> False positive Viéc duong tinh gia khong gay ra
bét ky téc dong ndo dén tré, nhung n6 chi xiy ra
mét 1an. Sau d6 tré s& dwoc hoc cac hoat dong
méi ciia ngudi la.

> False negative Am tinh gia dugc coi 13 trang thai
binh thwong. Trang thdi ndy bdo dong sai rét
nghiém trong.

Két lusn: Sai tiéu cyc 13 tic dong gdy anh hudng nhidu
hon sai tich cyc. Sai tich cuc s& dugc loai bo khi IDS c6
nhiéu kién thirc v& v& cAc trang thai binh thudng.

D6i mit véi nhitng kho khin da dé cép & trén, ching ti
da phat trién mot thudt toan d& giai quyét cic vén dé vé
sai 4m va sai duong. Pdng thi, 1dm cho ban d6 trd nén
chinh x4c hon bing cach loai bo su chdng chéo giita
nhém ban db cii va ban d méi. Diu tién, chiing t6i nhéc
lai v& cac quy trinh ma SOM di st dung dé hoc va quan
1y kién thirc. Bao gdm céc bude sau: . ,

> Giai doan 0. Zero knowledge - Khéng c6 kién
thirc

Liic dAu, hé théng IDS khoéng c6 kién thirc vé trang thi
binh thudng va trang thai bt thuong.

» Giai doan 1. Tao té bao no ron ngau nhién

Mot méang S (n x m) ciia k-dimensional-vector dugc tao
bdi 1énh randinit. M3i vecto s& dugc goi 1a no ron dé phan
biét chiing v6i vecto huén luyén. M3i no ron c6 1 trung
tam

k-dimension dugc tao ngiu nhién.

> Giai doan 2. Thu thap trang thai Vector

Khi mét sy kién binh thudng xay ra, su kién nay hoat
ddng theo mét sé hoat dong va lam cho hé théng mang
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Le vierl 1airm, INguyern xuari virri, irarr Long Hung

tao ra cac trang thai. Cac hoat dong nay dugc mo hinh hda
nhu Vector hoat dong Activity Vector, vector hoat dong
nay c6 kich thudc x-dimension (Pai dién cho x thoéng tin).
Céc trang thai hé théng nay dugc mo hinh hoa nhu vector
trang thai Status Vector, c6 kich thudc k-dimension (Pai
dién cho k thong tin).

» Giai doan 3. Huén luyén
Sau qué trinh training dua trén phuong phép SOM, vi tri
ctia céc noron trong mang S s& dugc thiét 1ap dé c6 cac
tinh nang tt nhit, gn nhét v6i sy phan bb ctia cac Vector
training. :
Hoat dong binh thuong cta hé théng s& dugc dai dién bdi
mdt cum céc vecto huén luyén va mbi cum vecto huin
luyén s& dugc dic trung bdi mot noron. Méi té bao than
kinh c6 trung tdm dai dién cho chidu k-dimension théng
tin va ban kinh biu thi bing 18i lwong tir héa (Ldi luong
tir hoa dugc tinh bing 1énh 15i).

» Giai doan 4. IDS
Trong giai doan phat hién, IDS s& xéac dinh trang thai bét
thuong cia hé théng bing cich so sanh vdi cic té bao
noron hién tai trong ban d5 SOM. Néu khoang cach dén
bat ky t& bao noron nao nhé hon ngudng, thi hé théng
IDS s& xtt 1y mot cach ngiu nhién va khéng ¢6 canh bao
nao dugc néu ra. Nguec lai, néu khoang céch dén mdi
noron trong mang S 16n hon ngudng, duoc goi 1 ban kinh
IDS, thi hé théng IDS s& coi d6 12 trang théi bt thudng va
tao ra bdo dong. Ban kinh IDS dong vai tro 1a d§ nhay cia
timg noron trong hé théng IDS. Bén kinh nhé hon khién
hé,théng IDS tré nén d& bj anh huéng hon, ddy dugc goi
la IDS duong tinh gia vi IDS s& tao ra bio dong sai.
Ngugc lai, ban kinh 16n hon lam cho IDS it tao ra canh
béo, didu nay s& giy ra 4m tinh gia.

.

Hinh 2: Tién trinh hoat dgng ciia SOM

Trong qué trinh thuc hién, hé théng IDS s& dugc cép
nhat lién tuc véi cac dit liéu ddu vao méi va thuc hién lai
giai doan 3 (giai doan training), s€ tao ra mdt ban @b mai.
SOM cén két hop va so sanh ban db cii va ban dd méi
thanh mét. Sw két hop nay gy ra mot sb t& bao noron co
thé dugc chdng chéo véi nhau. Vi vy ching t6i chén mot
budc giira sau giai doan dao tao, budc nay c6 trach nhiém

. 50 03804 (CS.01) 2019

thu hep timg noron. Qua trinh thu hep phai ddm bao chit
lugng ciia IDS. Chét lugng ndy cia qua trinh nay thé higy
thong qua viéc gidm sai 4m va sai duong.

Hinh 3: Céi tién qud trinh SOM

Thu4t toan thu nhé cua ching t6i c6 hai giai doan: giai
doan nhom cum (cluster) va giai doan phdn chia. Giai
doan nhém cum lai 13 giai doan tily chon dé ting tdc do
khi thu hep. Néu céc t& bio noron 14 riéng biét, giai doan
nhom cum s& trg nén vo ich. Nhung, néu c4c no-ron dugc
nhém lai v6i nhau, giai doan nhém cum s€ tao thudn tién
cho viéc tinh toan khoéng cach Euclide bing cich tinh
khoang cach Euclide giita cidc no-ron trong cung mot
cum. Budc nay lam tang tdc @6 thu nhé cac noron lai boi
cac noron nhém lién ké nhau véi nhau s& tao thanh mét
cum. N6 1am cho thoi gian dé tinh khodng cdch Euclide
giita mdi cdp no ron giam di déng ké.

Budc nay 1a mdt budce tiy chon. Néu céc té bao than kinh
la riéng biét, giai doan phan chia cum s€ khong c6 y
nghia. Nhung, néu céc té bao thin kinh gin nhau va tao
thanh nhiéu cum. Viéc pbén chia cum s& lam gidm )
lugng tinh toan khoang céch Euclide. Cac noron trong
mdt cum khéng cin phai so sanh khoang céch véi noron
trong mot cum khéc.

Method void clustering(Model model) {
# Initinlize cluster Nag for each neurons neuron i-th is belong to clusier 4k
Msuron([] neuzons = model.getMeuzons ()
int[} clusters = model getClusters(}
int() « model. dghb
for each i IN flag
SET clusters{i) = i;
for each neuron ni IN neurons (i begin = 0) {
for each neuron nj IN neurons {j begin = i+1} {
if {ni is overlapped nj) {
neighbors {i]++ -
if (flaglj] != 3} {
if (flag(i) = i) {
if (1 <) ¢
replace all where flag[j] = £lag(i)
} elsa {
replace all where flag{i] = flag(j)
1
} elsa {
replace all where flagli] = flaglj}
H
} else {
flag{j} = flagli}
}

4]

Hinh 4: M6 phéng Pseudo code
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Két qua phan cum:

e e o | e

TACE

o

P b S S35

1

[OR———————— L

Hinh 5: Két qua Trudc va sau khi phdan cum

Sau khi phén cum (tily chon), ching t6i tiép tuc thu
~ nho6 ban kinh noron dé 1am cho céc noron trong ban dd
tao dugc su chc“mg chéo v&i nhau. Noron 16n hon sé co lai
nhiéu hon noron nhé hon

Tbi wu thudt toan phan cum

Bing cach két hop thuat toan phan cum va thut toan rat
gon. Chiing t6i di sira déd thudt toan d6 dé giam bét sai sb
v6i cdc no-ron nhéom thanh cic mang. Trong bai bdo
trude, ho sir dung mot rang budc khi nhém nhém no-ron
thanh mdt mang bing cach so sanh khoang cach giita no-
ron v6i ban kinh cua IDS.

Khvédng cich <= Ban kinh cta IDS
Chiing t6i d sira ddi cach tiép cén trén bing cach thém
mot tham s6 ty 1¢ cho biét ty 18 trung lap..

Khoang cidch <= Téc d§ * Bén kinh cia IDS (Hién tai,
téc d6 nay dang 12 0.5)

Khi chay thudt toan t8i wu héa (gidm co lai), ching téi
déanh gid mic giam dm lugng dya trén so sanh gifta 4m
luong trude khi thu nhé va gidm 4m lugng sau qué trinh
thu nho.

Gia tri am lugng dugce tinh theo cach dé quy nhu sau theo
~ cong thirc:

2mR?

R =—

Va2 (R)

1. Két qua mé phéng

Trong hé théng cta chung tdi, ching i c6 thé thu thap
thong tin hé théng thoi gian thyuc. D8 thir nghiém, ching
t61 d@ st dung hai bo dit liéu miu: 3840 trang thai binh
thuong (do SOM cung cép) va dit liéu dugc thu thép t
mdt may chu vat ly dit tai phong thi nghiém trudong dai

SO 03&04 (CS.01) 2019

hoc cua ching t6i. Viéc thu thap thong tin tix may chu vat
1y bao gdm 2 dang:
> Vecto trang thai lugng tir (Quantized status
vectors):
Céc vecto trang thai dugc lugng tir héa ding dé huin
luyén SOM. S6 lugng céc trudng bang kich thuéce k (hién
tai, k = 18)

ﬂeﬂwmmwwwmmmwm__}
sdBRERAldRB o a2 BRI ETIH
dats_traning bd
205280 0.911170 0.148940 ©.000000 0.000000 1.000000 12.150500 2.561(~
205251 0.912650 0.149060 ©.000000 0.000000 1.000000 12.385500 2.607
205232 0.912313 0.149060 ©.000000 0.000000 1.000000 12.385500 2.607
205293 0.936956 0.149160 ©¢.000000 0.000000 1.000000 13.459000 2.822
205294 0.945704 0.149160 0.000000 0.000000 1.000000 14.404500 3.009(
205295 0.995154 0.142980 0.000000 0.000000 1.000000 21.437000 4.403::
205296 0.994682 0.142980 0.000000 0.600000 1.000000 21.439501 4.410+
z?coqjmg%&gﬁég%g\_n AARAGG A NANAGN 1 ARNARN 91 4RSSAN & ATarV
length : 39012375 _lines : 240781 Ln: 205323 Col:80 Sel:0]0 UNIX ANS! 25 UTF-3 NS

Hinh 6: D liéu mdu Vector trang thdi heong tir

> Thong tin trang thai ban d4u:
Thong tin nay s& dugc dua vao chuong trinh hé théng dé
quan st trang théi bét thudng truc quan. Sau do, chung
t6i s& x6a thong tin khi hé théng khéng tét. Vi du, CPU
dugc gilt & mirc 100% trong mdt khoang thoi gian
Két nbi:

System Resources Usage

#

! Minute 30 Minute 1 Hour 3 Hours 5 Hours: 9 Hou

s 1Day 203y 30ay 4Day 50ay 60sy HRAK. PREVIOUS NEXT

Hinh 7: S8 lwgng két néi TCP dang mo
CPU:
‘ Systelﬁ Resources Usage D
Design for (CPU, Memory, Ce statistics

Hinh 8: Phan tram CPU duoc sir dung

Bing thong mang:
R ™
Desigu for (CPU, Memory,

2043

24209 20-Aug

Time
—Recervediibes) —Sentfhbps))

: 1Minute 30 Minute 1Hour aﬁm’unm 9 Hours 12 Hours 103y 2Day 303y 4Day »!}Za}_f_glr'

272w
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Hinh 9: Bdng thong mang

System Resources Usage
Design for (CPU, Memory,

smait) v sasn3

Hinh 10: Bé nhé duoc sir dung

Sau khi chay 600 trudng hop cho mdi tham sé cho mdi
truong hop kiém tra (3840 trang thai SOM (may chil VAt | secssmessmsimsmon s ||| ook |
1y)), chiing t8i da c6 két qua nhur sau.

Hinh 14: Sau khi phén chia.

System Resources Usage

. e H¢ théng én dinh khi sé budc dao tao rlen 16n hon

R WS 10.000. Nhiing thay ddi cta gid tri alpha, ban kinh anh
hudng nhiéu dén sy thay ddi cia sai duong va sai am
(trang thai binh thudng dugc phat hién va trang thai bét
thudng khong da dang). Chung t6i di chon cac tham sb
sau cho tit ca cac thir nghiém vdi rlen: 10.000, alpha: 0,05
va ban kinh: 10.

Chiing t6i thyc hign hai phién ban cia hé théng IDS dé
phat hién céc trang thai bit thuomg. Pdu tién véi thust
toan Shrink: gitip thu nh6 céc noron d8 loai bd su chéng
Hinh 11: On dinh duwong tink gid eisbe;, 80 tugog nimen Khéag. thay 61, Thir bel 18 thu
toan Gidm-su phén chia: s&€ 1am giam noron sau d6 thu
YT SIS, nhé céc noron con lai. Piéu nay khién sé Ivong noron sé
Sl giam vi qué trinh gidm s& gitp giam thoi gian phét hién
x&m nhdp. Lam ting kha ning phat hién cho hé thdng
IDS.

. KET LUAN

Trong bai béo ndy, ching t6i d& xuét kién truc cho mét
IDS dé phat hién céc cudc thn cong khong xac dinh di
dugc trinh bay. Cii thién ban dd tu td chirc cho hé thng
phét hién xdm nhdp dua trén hanh vi. So véi cdc phuong
phép khéc, thiét ké cua ching t6i thé hién céc dic tinh va
hiéu suét tt hon.
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bstract: Nowadays, attacks are very diverse. As such,
people use Intrusion Detection System to detect the
attacks. There are two approaches of IDS implementation:
_one detects the attacks based on signature and the other
_based on behavior. This paper follows the second
pproach which is based on the behavior. In training
hase, processed by SOM (Self-Organizing Map)
ipplication, the system generates some vectors which
pecify the normal state of the system. The cluster of
these vectors will be characterized by a neuron (quantum
core) with radius r (r: quantum radius). A geometric
display of neuron (with radius r) is considered as a sphere
_ with radius r. Based on construction of vectors describing
the state of the system in real time, we can detect a new
“anomaly activity by comparing between distance d (from
~ above vectors to all neurons) and the threshold r (quantum
radius). If the distance is smaller than the threshold, the
IDS system will treat this new activity as normal state and
“do not raise any warning. If the distance is bigger than the
 threshold, the IDS system will treat this new activity as
~ anomaly state and generate an alert. The problem of the
research occurs- when two or more than two spheres
_overlap each other. This problem makes the IDS system
“difficult to determine. The objective of our research is to
~develop a geometric algorithm to make all spheres not to
overlap any more. Then, the system will be deterministic
and keep the system still precise.

Key words: 1IDS, SOM, Security
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